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Abstract 

In this paper we discuss a small subgroup attack, a triangle attack, and an unknown 

key-share attack, and their application on the two-way RSA key agreement protocol. We 

explain the Msumptions for exploring these attacks and the practical circumstances where the 

assumptions hold. Finally, the countermeasures to avoid these attacks will also be discussed. 

1 Introduction 

A key agreement protocol is a protocol which enables two or more parties to estabHsh a shared 

secret key. In the shared key establishment process, all involved parties contribute information 

that are combined to obtain the shared secret key. By using this protocol, the parties can share 

keys freely and securely over an insecure medium. In general, a public-key cryptography is used 

as a building block for implementing a key agreement protocol. The first key agreement protocol 

based on a public key cryptography is a Diffie-Hellman key agreement whkh uses an exponential 

technique in generating the shared secret key. 

In this paper we discuss the two-way RSA key agreement protocoL This protocol is ba .. sed on 

a factoring technique. This protocol makes use of the REA public key cryptosystem that was 

invented by R. L. Rivest, A. Shamir and L. Adleman in 1978; the security provided is based on on 

factoring large numbers. Nowadays) the protocol is used in electronic commerce protocols, and is 

believed to be secure given sufficiently long keys. 

There are two types of attacks which are available against this protocol, namely passive attacks 

and active attacks. In this paper, we only discuss the active attacks, especially a small subgroup 

attack, a triangle attack, and an unknown key-share attack. Later in this paper) we show that 

the triangle attack and the unknown key-share attack can successfully be applied on the two-way 

REA key agreement protocol while this is not the case for the small subgroup attack. The main 

ideas of the unknown key-share attack, the triangle attack, and the small subgroup attack, and 

also the application on two-way REA key agreement protocol are discussed later. 






















