Attacks on Two-way RSA Key Agreement Protocol

Mariskha T¥i Adithia
mariskha@unpar.ac.id

January 28, 2012

Abstract

In this paper we discuss a small subgroup attack, a triangle attack, and an unknown
key-share attack, and their application on the two-way RSA key agreement protocol. We
explain the assumptions for exploring these attacks and the practical circumstances where the

assumptions hold. Finally, the countermeasures to avoid these attacks will also be discussed.

1 Introduction

A key agreement protocol is a protocol which enables two or more parties to establish a shared
secret key. In the shared key establishment process, all involved parties contribute information
that are combined to obtain the shared secret key. By using this protocol, the parties can share
keys freely and securely over an insecure medium. In general, a public-key cryptography is used
as a building block for implementing a key agreement protocol. The first key agreement protocol
based on a Public key cryptography is a Diffie-Hellman key agreement which uses an exponential

technique in generating the shared secret key.

In this paper we discuss the two-way RSA key agreement protocol. This protocol is based on
a factoring technique. This protocol makes use of the RSA public key cryptosystem that was
invented by R. L. Rivest, A. Shamir and L. Adleman in 1978; the security provided is based on on
factoring large numbers. Nowadays, the protocol is used in electronic commerce protocols, and is

believed to be secure given sufficiently long keys.

There are two types of attacks which are available against this protocol, namely passive attacks
and active attacks. In this paper, we only discuss the active attacks, especially a small subgroup
attack, a triangle attack, and an unknown key-share attack. Later in this paper, we show that
the triangle attack and the unknown key-share attack can successfully be applied on the two-way
RSA key agreement protocol while this is not the case for the small subgroup attack. The main
ideas of the unknown key-share atiack, the triangle attack, and the small subgroup attack, and

also the application on two-way RSA key agreement protocol are discussed later.



This paper is organized as follows: in Section 2, we discuss the RSA cryptosytem and its application
on the two-way RSA key agreement protocol. Section 3 provides detailed information about the
unknown key-share attabk, the triangle attack, and the small subgroup attack, and how to apply
the attacks on two-way RSA key agreement protocol. The countermeasures taken to avoid the
attack are discussed in Section 4. Lastly, Section 5 gives the conchusions and remarks of the entire

paper.

2 Two-way RSA key agreement protocol

First, we discuss about the RSA cryptosystem before we look through the two-way RSA key
agreement protocol. The RSA cryptosystem is used for privacy or signature. In our case, we only
consider the RSA cryptosystem for privacy. Furthermore, the RSA cryptosystem makes use of the

following facts:

» Computing exponentiation modulo a composite number 7 is simple. For example, it is simple

to compute ¢ from ¢ = m*®(mod n) for given m and e.

¢ Taking roots modulo a large, composite number 7 is difficult. For example, it is difficult to

compute m from ¢ = m®(mod n).

o If the prime factorization of n is known, the problem of taking roots modulo n is feasible.

We continue with setting up the system. Suppose that the parties who follows the protocol are

denoted with user I/ . Based on [5] there are three main steps required as follows:

¢ Step 1 - computing the modulys nyr
Each user U chooses two large prime numbers, say py and q;. Next let U = Pudn.

® Step 2 - computing exponents ey and dy
User U chooses an integer ey with 1 < ey < w{ng) and ged{ey, olng)) = 1. @) is
an BEuler’s Totient Function, namely the number of integers between 1 and ny which are

coprime with ny. Here wlny) = (py — 1){gu — 1). Next, user IJ can compute dyy which

satisty epdy = L{mod ¢(ny)).

¢ Step 3 - making public ey and ngy
Each user U makes e;; and ny public while dy stays secret.

The protocel works as follows: say that Alice wants to send a secret message m to Bob with
I < m < ng. She encrypt her message by using Bob’s public exponent by computing ¢ =
m®® (mod ng) and sends ¢ to Bob. Then Bob can decrypt the message by raising ¢ to the power

of his secret exponent dg. Thus he gets

cdg o (mc;g)dg 2 nlead}; = ml-{-l(:p(ng)} == m(mrp(ny))t



By applying the following Euler’s theorem:

Theorem 2.1. Let a and n integers, and a coprime to n. Then a?™ = 1(mod n)

to the last equation, the original message sent by Alice, m{mod ng), can be obtained.

From the explanation above, we can summarize the RSA system as follows:

public ey and ny
secret dy
property eydy = 1{mod p(ny))
message to Bob m with 0 < m < ng
encryption by Alice ¢ = m°E(mod ng)
decryption by Bob cto = m(mod np)

A two-way RSA key agreement protocol is derived from the RSA cryptosystem. Suppose that
user A and B are the parties who want to generate a secret key by applying the protocol. Based

on [3], the protocol works as follows:

1. User A chooses two large numbers ps and g4 and let n4 = paga.
2. User B chooses two large numbers pp and gp and let np = ppgp.

3. User A chooses an integer eq with I < eq < (n4) and ged(ea, p(n4)) = 1 and compute

d4 which satisfy eads = 1{mod p(n4)).

4. User B chooses an integer ep with 1 < ey < ¢(ng) and ged(ep, w(ng)) = 1 and compute

dp which satisfy epdp = I{mod p{ng)).
5. Both A and B make e4,n,4 and ep,np respectively public.

6. A chooses a random number ma, 4 < ma < npg and B chooses a random number mys,

0 < mp < nyu.
7. A computes 4 = mf (mod np) and sends it to B,
8. B computes rg = my (inod n,4) and sends it to A.
9. A computes mg = T%A(rnod 4}
10. B computes m, = r%5 (mod ny).

11. Both users compute the secret key SK = my4 + mpg.

The protocol is also shown in Figure 1 below.



User A User B

Public e,, n, Public g, n,
Secret d, Secret d,
Randomm, 0 <m,<n, Random m,, 0 <m, <n,
. =m, " (mod n,) Iy = Mg {mod n,)

T
rB
m, = r,* (mod n,) m, = 1" {mod ny)

SK=m, +m,
Figure 1: A two-way RSA key agreement protocol

Ail parties involved in the key agreement protocol should somehow inform each other of their
identities. This is usually done by exchanging identities and may be done in advance, which
means before the key agreement protocol begins. But the exchanges could be of the first key
agreement messages, for example in our case A can send his identity « together with r4 to B and

B can do the same.

3 The attacks

This section introduces the main idea of a triangle attack, an unknown key-share attack, and a
small subgroup attack. How the attacks are applied on the two-way RSA key agreement protocol

is also explained.

3.1  Triangle attack

In triangle attack, the adversary follows the protocol to generate the secret key by communicating
with honest parties. Suppose that there are three parties involved in the protocol, namely A,
B, and C. Say that the honest parties are B and C, and so that A be the adversary. Then, he
eavesdrops the conversations between B and C. By using the known secret exponent and the result

from eavesdropping, he can compute the share secret key between B and C.

The triangle attack on the two-way RSA key agreement protocol works as follows:

1. A gets 75 and r¢ by eavesdropping conversation between B and C. Let 7p and re be the
calls exchanged and let SK e = rgc + 7‘?}3 be the shared secret key. A wants to compute

this key.
2. A does a conversation with B and exchanges key by using r¢ as his key and let SKpa =
r;g/‘ + rg.ﬁ be the shared secret key of B.



3. A does a conversation with C and exchanges key by using rp as his key and let SKga =

rg‘" + r%‘? e the shared secret key of C.

4. Suppose that SK g4 and SK¢ 4 are revealed to A. Thus A can compute 7'%’3 =S5Kpa—ridas

and 7‘%“ = SKgq — rg.i". Hence the shared secret key of B and C can be obtained SKpeo =

de dp
rp +rg.

Note that in Step 2 and Step 3, A cannot compute SK g4 and SK pe himself since he does not know
de and dp, but he need to retrieve them in some way. One way to do that is by determining de
and dp with brute force method based on the knowledge he has. However, this is not possible since
finding d¢ and dp means breaking the RSA cryptosystem which is extremely unlikely. Another
way is by breaking the place where the shared secret keys are stored. This method is possible to
do since usually a shared secret key used to encrypt a file or message is stored in a place which is

supposed to be safe,

The figures below describe the attack more clear.

Adversary A User B
Public e,, n, Public e, 1y
Secret d, Secret d,

Random m,, 0<m, <n,

Te re = my™ (mod n,)
rC
P
m, = r,* (mod n,} m, = r." {mod n,)

SK=m +m,

Figure 2: A friangle attack: conversations between adversary A and user B



Adversary A User C

Public e,, n, Public e, ng
Secret d, Secrei dC

Randommg, 0<mg<n,

Ty re = m ™ (mod n,}

me = . (mod n,) my'= ™ (mod ng)

SK=m+ m,

Figure 3: A triangle attack: conversations between adversary A and user C

3.2 Unknown key-share attack

In an unknown key-share attack, an adversary which is a man in the middle, makes the honest
parties confuse about with whom they are communicating with. Here, at least one of the honest
party does not know that he communicates with the other. For example, in our case, say that
Alice and Bob follow a protocol to generate a secret key. There is Eve, which is an adversary,
makes Bob believe that he shares a secret with Eve, while he actually shares it with Alice.

The adversary does not learn anything about the secret key, Thus, she cannot decrypt or modify
the message exchanged by the honest parties. However, the adversary may take an advantage
from the parties’ false assumption about with whom they communicate. For example, say that
Alice sends a message with Bob with her secret key. Since she uses the secret key which is shared
with Bob, then she assumes that Bob knows that the message is from her. But when Eve does

the unknown key-share attack, Bob will think that the message is from Eve.

The following is the classical example of an unknown key-share attack application in daily life
(from {2]): Bob is a manager and sends Eve an order (like the apt, “You're fired!), integrity-
protected with the shared secret key. Believing that the key is shared with Bob, Alice assumes

the order is for her and follows it.

Let Eve be the adversary who makes public e and ngz and has a secret dp. The unknown

key-share attack on the two-way RSA key agreement protocol works as follows:

1. When A sends r4 together with his identity a to B, Eve replaces A's identity by hers, €, and
sends it to B.

2. B receives the message and thinks that it is from Eve, then he calculates his contribution

under Eve’s public key; 75 = m5F (mod ng) and sends it to Eve.



3. Eve decrypts rp by using her secret key thus she gets mp. Next she she calculates a new
7' {mod n.,4) and sends it to A. She can do this since ¢4 and n4 are public.

rp == Mg
4. A calculates mp = ri*(mod n4) and B calculates m.q = 795 (mod ny).
5.-A and B calculate a secret key which is SK = ma4 + mp.

Here, Eve does not obtain the shared secret key, but makes A think thal she communicates with

B, while B thinks that he communicates with Fve,

The attack is also shown in Figure 4 below.

User A Eve UserB-
Publice,, n, Public &, n, Public &4, n,
Secret d, Secret d. Secret d,

Randomm,, 0 <m, <n, Random m,, 0 <m, <n,

r.=m” (mod ng)
{r..2)

(rn€) (re)

ry=my™ (mod ny)

m, =1, (mod n,) m,=r® (mod n,)

Figure 4: An unknown key-share attack on the two-way RSA key agreement protocol

3.3 Small subgroup attack

A small subgroup attack is an attack that operates in a large finite group where an adversary
attempts to break a protocol by forcing a key to be part of an unexpectedly small subgroup of the
desired group. For example, say that A and B follow a protocol to generate a share secret key and
the protocol operates in & large finite group. An adversary Eve, can try to deduce some partial
information about the shared secret key s by inducing either A or B to raise a group element o
chosen by Eve to the power 5. Then, if o is an element in a subgroup of smail order I, then if Eve

learns «®, thus she can determine s{mod 1),

In this paper, we will prove that the small subgroup attack cannot be applied on the two-way
RSA key agreement protocol using the fact that the RSA system is secure. We will prove it by
first assuming that the small subgroup attack is applicable on the two-way RSA key agreement

protocol and then come up with a contradiction.

The proof is as follows: assume that an attacker C is able to successfully apply the small group



attack to the two-way RSA key agreement protocol. This means that C knows e4,n4, €5, 5.

m&® mod ng (random) and mi mod n4 (random). Thus ke is able to generate in a determin-

istic and efficient way an m/{® mod n4 and m§? mod np such that:

SK = m4 mod ng xor mi;, mod ny4 =m'y mod ng xor mg mod ny

is an element of a small known subset S of the set of integers, with |§] is very small compared to

maximum of {n4,ng}.

From this, it follows that C has a deterministic and efficient method to break the IRSA system.
The method goos like this:

1. First, C intercepts an encrypted message m% mod np that is sent from a party, say A, to
another party, say B.

2. Then C applies the small group attack to the two way RSA key agreement protocol between
A and B in which r4 = m%® mod np is the first message sent by A and in which rg =
my mod ny4 (randomly made up C) is the second message. Note that C can easily make
up such a second RSA key agreement protocol message since he only needs to know A’s

public RSA key for this.

3. After having applied the small group attack to the above ingtance of the two-way RSA key

agreement protocol, C knows the values of mfgﬁ mod n4 and mg* mod ng such that:
SK =mu4 mod np xor mly mod ny = m'y mod ng xor mp mod ny4

is an element of a small known subsel S of Lhe sel of integers, with |87 is very small compared

to maximum of n4,ng. Hence, C knows:

ma4 mod ng = SK xor my mod ng with SK € 3, || very small.

4. Now remember that C him generated the second two-way RSA key agreement 'protocol
message mj mod n4. So C knows myp mod n,. Because the attack is deterministic this
implies that C also knows the value of s mod na. As a result C can easily determine
my mod np by exhaustively checking all possible values of S, which means breaking the

RSA system.
‘Therefore, C can use the above method to break the RSA aystem. However, since the ISA system
is assumed secure, this is extremely unlikely.

From the proof above, we can conclude that the small subgroup attack is not applicable on the

two-way RSA key agreement protocol.



4 Countermeasures

Since small subgroup attack is not applicable on the two-way RSA key agreement protocol, we

only consider the measures to prevent triangle attack and unknown key-share attack.

First, we discuss the measures to prevent the triangle attack. In the earlier section, it is shown
that the attack can successfully be applied on the two-way RSA key agreement protocol since the
shared secret keys are revealed to the adversary. Thus, the first thing that can be done is never
reveal the shared secret keys to any parties. To make it more secure, the shared secret keys can
also be destroyed immediately after the sessions are ended. Hence there is no way for the shared
secret keys to be revealed. Another way to avoid the triangle attack is by preventing parties from
knowing their own shared secret key. This method can be implemented by encapsulating the key

distribution algorithm in a tamper resistant device. And to make it more secure, the encryption

algorithm should also be encapsulated.

Another way to avoid triangle attack is modifying the key distribution system that enable other
parties to get key confirmation. This method can be implemented by having each party send
an additional message which contains the generated session key, for example through encryption.
Then A cannot complete Step 2 and Step 3 of the attack on Section 3.1 and therefore B and C

will destroy the shared secret keys.

The third method to avoid the triangle attack is by hashing the shared secret key into h(SK)
where 22(.) i$ a suitable hash function or the hash of the concatenation of the partial shared keys.

‘The last method is by strengthening the algorithm. Here, the users U, U; are required to prove
each other that they know the discrete logarithm of their calls ry, r; by using an interactive zero-
knowledge proof. This will prevent the fraudulent runs; in our case it means B and C will not
compute their session key unless they are convinced that A know the discrete logarithms of her

calls. Furthermore, no knowledge about the session keys leaked to the adversary A.

Next, we discuss the measures to prevent the unknown key-share attack. The first solution is by
requiring that messages should identify the sender and the recipient. This method is useful since
if the identity is not integrated with the message itself, an adversary may intercept the message
and changes the sender’s identity with his identity. Another way is including a key confirmation

step by which the intended participants can verify one anothers possession of the secret key.

In [2], there is another countermeasure that might be considered, namely a session key cominit-
ment: the parties exchange one-way hashes of their session public keys before exchanging the
shared secret keys. The method of the exchange are important, as each party needs to be assured
that the other party has received the commitment before it “decommits” and sends the public key.
This assurance can be obtained by appropriate sequencing; for example, Alice sends her commit-
ment, Bob receives it, and sends his commitment, Alice receives Bobs commitment and sends her
key; then Bob receives Alices key and sends his key. Without appropriate sequencing, for instance,



i Alice and Bob exchange commitments in paraliel, the protocol will still be vulnerable to attack.

The last method to prevent unknown key-share attack is by implementing some kind of “delay
detection”, which is not a cryptographic solution. The method requires a party terminates a run

of the protocol if the other party takes too long time to reply.

5 Concluding remarks

This paper discusses the two-way RSA key agreement protocol, which is derived from an RSA
cryptosystem, and the attacks that can be applied on it. The attacks discussed are a triangle

attack, an unknown key-share attack and a small subgroup attack.

We can conclude that the triangle attack and the unknown key-share attack can be applied on the
two-way RSA key agreement protocol, while this is not the case for the small subgroup attack.

Several countermeasures to prevent the protocol from the triangle attack and the unknown key-
share attack are also discussed. To avoid the triangle attack, it is really important to not reveal or
expose the shared secret keys to any parties. Key confirmation might be considered to be a good
solution also. Another way is to use a hash function. Lastly, all parties involved should prove
each other that they know the discrete logarithm of their calls using zero knowledge protocol. To
avoid the unknown key-share attack, the first solution is by requiring that messages that identify
the sender and recipient. Another way is including & key confirmation step by which the intended
participants can verify one anothers possession of the secret key. Session commitment also can
be applied to avoid unknown key-share attack. A delay detection, which is not a cryptography

solution, may be useful in preventing the protocol from unknown key-share attack.

However, the protocol still need to be strengthened since some of the countermeasures are highly
cost consuming to be realized. Moreover, the skill of the attackers become better and better. Onee

we make a new system, their skills will quickly improve to break the system.
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