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CHAPTER IV

CONCLUSION

This research has explored the US capability that makes up their power in
cyberspace, naming them the cyber superpower, through observation of 7
categories. Utilizing 1SS net assessment measures, the US cyber power is explicitly
exhibited in; (1) the US strategies and doctrines, (2) the US governance, command,
and control, (3) the US core cyber-intelligence capability, (4) the US cyber
empowerment and dependence, (5) the US cybersecurity and resilience, (6) the US
global leadership in cyberspace affairs, and (7) the US offensive cyber capability.
For its cyber governance, the US emphasizes the democratization of cyberspace,
creating a free and open network for everyone, contrary to their counterparts’
authoritative cyber governance. The advancement of their technology and digital
economy has allowed them to adopt holistic, comprehensive cyber strategies
covering cyber defense, offensive measures, cyber risk management and reduction,
and retaliatory acts. In addition, their globalized digital economy has created a
global digital dependence on the US as the sole supplier. In all sectors, the US is
deemed to be dominating against other states, being more advanced and open but
not necessarily secure.

Furthermore, it has been shown how the existing cyber norms are insufficient
to cover the cyber threats that exist in recent days. Two characteristics can be

highlighted from the currently existing cyber norms; non-binding and limited
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coverage. The existing cyber norms have limited coverage as they are formulated
to be applications of previously existing international laws like IHL and LOAC,
applying terms that are usually imposed in the context of traditional security in such
a contemporary domain. Many threats are left unaddressed due to this which leads
to the redundancy of the norms. In addition to that, several norms have been set
specifically to rule out cyber activities but these norms have non-binding nature and
most cyber activities that are ruled out although still exist but considered outdated.
This calls for a legally binding framework that specifically addresses the issues in
cyberspace.

Establishment of cyberspace international framework in this research has been
addressed as a responsibility of the US as a cyber superpower. Through theoretical
analysis, it has been displayed how such responsibility has failed to be formulated
and assigned by the international community to the US due to factors such as; 1)
lack of need for the US to legitimize their status as a cyber superpower; 2) non-
existence of culpability as a creating factor of responsibility; 3) allowed flexibility
for the US to choose the means to express their responsibility; 4) lack of incentive
that can be offered to the US as a cyber superpower; 5) minimum moral imperative
to adhere to norms and fulfil responsibilities. These factors are caused mostly by
differing power dynamics in the systemic international order and global cyber
governance, problem of attribution for cyber threats, as well as cyber capacity and
capability disparity within states that causes global dependency to the US.

These findings accentuated the cost-benefit calculation of establishing a

cyberspace international legal framework by the US, and it turns out that it would
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costs them more than it benefits. It is clear that the non-initiative of the US to
establishment of cyberspace international legal framework is not an expectation of
responsibility that has failed to be met. Rather, it is a responsibility that have never
been formulated, addressed, and assigned by the international community within
global cyber governance towards the US as a cyber superpower. Therefore, such
norm making process exist as an option for the US that they can choose to resort to
as a mean to show their responsibility of withholding a significant status in the
domain. However, the process itself have been considered to be costly and
burdensome for the US as they have to support the notion with initiatives to close
the disparity that exist now and pursue the capability of attribution towards cyber
threats. If such measures are not taken prior or along the establishment of
cyberspace international legal framework, then it would end up being redundant
just like the existing non-binding norms. The cost of this process if combined with
the ever-existing high degree of global dependency towards the US to safeguard
cyberspace becomes much burdensome for the US.

Meanwhile, the US could barely gain anything from it. Committing to fulfil
this responsibility does not offer them any additional special rights and privileges
more than what they already have now. Their special rights in decision making
processes regarding cybersecurity have been ensured through the fulfillment of
their responsibilities in the systemic international order. The privileges of
technological advancement and access to information have also been procured
through their ownership of cyber capacity and capability as well as conduct of cyber

diplomacy, strategies, and operations. There seem to be nothing else at this point
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that could be offered or desired by the US as an incentive to voluntarily take the
extra burden of responsibility.

In conclusion, the answer to why the US as a cyber superpower is reluctant
to establish a cyberspace international legal framework is because responsibility of
the US within the global cyber governance have only been a manifestation of their
interests that does not extend to be a moral imperative nor a normative embodiment
of their cyber superpower status. Not having much expectations of responsibilities
attached to the status, the US have the liberty to choose the means they would like
to use to express their responsibility. Establishment of cyberspace international
legal framework have not been a rational option for the US as according to the
calculation of cost and benefit, it would cost them more than it benefits them.
Hereafter, for now the US have resorted to fulfilling their sense of responsibility
through their leadership in the global cyber governance. Compared to establishing
cyberspace international legal framework, leadership is a potentially a more
benefitting option as it could cater the US’ interest better and freely.

This research has attempted to explore the correlation of cyber power and the
establishment of cyberspace international legal framework through analyzing the
US cyber governance, infrastructures, institutions, strategies, and leadership in the
global cyber governance. The anomaly of one state having such a great power in a
domain but yet not attempting to regulate it have been answered by a hypothesis
from a theory that explains the dynamic of interpretation in legal discourse.
Furthermore, it would be interesting to further figure out the bargaining power and

aspects that might lead states into having an understanding of the importance of
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creating collectiveness in cybersecurity. This is due to the unique nature of
cyberspace, borderless and integrated at all means, it’s impossible to guarantee any
sense of security through technical or regulative means if collectiveness is not first

established.
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