Chapter 4

Conclusion

These findings are enough to answer the paper’s research question and confirms
the initial assumption. The research question is “what is the effect of social profiling in
the US Presidential Election 2016 with the assumption of this analysis is that there is
a significant impact caused by social profiling towards the preliminaries and campaign
stages of the voting. In total, there are 4 important findings that is revealed in this paper
research.

The first finding of this research indicates that the US presidential election have
changed due to a capitalistic market brought by data companies. As stated in the second
chapter, big data and social profiling in US Presidential Election began with Obama
both in his 2008 and his 2012 campaign, where the idea of using voter’s data to improve
their campaign effectiveness was born in 2008 and the usage of big data and social
networking was utilized in 2012. This is due to the creation of a special team that
created an application that is capable to create a big data system called Narwhal, which
has the purpose of being a container for all the information the team obtains through
various means and processing them into a single detailed profile of each voter and can
be accessed by almost anyone on the team. It is also complimented with the campaign
team’s very own social networking tool named Dashboard, created a simplified
substitute of the field office for the campaign’s field agents and volunteers to coordinate
movements and activities. It has the capability and the user interface elements that

closely resembles modern social media platform to encourage its use in the field. These
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tools allow the Obama campaign in 2012 to micro-target voters through multiple outlets
including digital advertisements and their own acquaintances.

Meanwhile, in Trump’s 2016 presidential campaign, there was no specialized team
to build a big data system, nobody build a dedicated in-team social media, and no big
data analyst in Trump’s campaign team, there was Cambridge Analytica. The data
company was able to coordinate with Trump’s campaign team to create a very effective
digital campaign that made use of its own micro-targeting algorithm. The result of this
cooperation is numerous with personalized social media advertisements changing
depending on various profile factors, controlling narratives through search engine
advertisements, paid advertisements that are disguised as articles in news outlet, and
finally the heavy utilization of bots in social media. However, the data that is obtained
by Cambridge Analytica is illegal in nature as it was obtained through a personality test
application where the app promises its users to only use their data for research purposes,
yet used for political campaign purposes.

Trump’s use of big data and social profiling and its huge coverage in the media is
clear to other politicians who are seeking to win an election be it on state level or
president level creating a big data approach to political marketing to work and deemed
effective. It is true that Obama was the first political candidate to do so in 2012 but it
needs to be reminded that he had to build a dedicated team to create the groundwork
for such a massive undertaking. The difference in 2016 are the data companies like
Cambridge Analytica in which politicians do not need to have a highly expert team
consisting of data analyst and computer scientist. By acquiring a reliable data company
with the proper incentives, they will gladly provide all the data in the world, set-up

systems and applications for the campaign team, and to even providing an advisory
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team. Big data and social profiling are now its own market. The source of data would
not matter, the reason media and to an extent, this paper, fuss over the 2016 election is
regarding the nature of its illegal means in acquiring data. The US election game
couldn’t go back to where it was before big data and social profiling become prevalent.
Every politician knows the potential gain of social profiling and understands if they do
not use this, they will risk losing their campaign. With this, the current position of social
profiling in US politics and campaigns is now an irreplaceable tool in political
marketing. Their effectiveness is proven twice throughout the presidential election and
its importance is nevertheless recognizable.

The second finding is that according to constructivism, social profiling has a
significant impact towards the 2016 US Presidential Election. The theory dictates that
social construct that defines the state’s identity can be reconstructed by a huge number
of people. This case analysis aligns with constructivism based upon two facts. First is
that historically, Obama has won the 2012 election through similar micro-targeting
algorithm methods. Secondly; and perhaps more importantly, is that previous
researchers in the field of data analyst and political marketing have found that Trump’s
method of combining big data, social profiling, and the utilization of bot accounts along
with very effective and aggressive big data system was critical in his victory due to the
number of engagement and reaction it was able to create in the social network by
making use of popular keywords and important events. Since both shows a correlation
between social profiling, big data, and supports in the campaign, fulfills the requirement
of constructivism theory. The next finding is that in accordance with digital rights,
millions of American voters’ digital privacy rights were violated by both Trump and

his aide, Cambridge Analytica. There are three reasons for this conclusion, first being
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the illegal nature of how the data is obtained, secondly was the lack of protection of
user data in social media, and the lastly is the usage of these data for personal interest
without consent. According to digital human rights, this is enough to declare a breach
of privacy in the digital landscape.

Lastly, this paper discovers the fact that United States’ law that governs privacy is
next to nothing in accordance to digital rights. This is due to not having an act that is
specifically made for digital privacy. The closest thing they have is the FTC Act of
1914 which is inadequate in dealing with privacy breach because there are many
loopholes that can be exploited. To address this, the US has to follow the example of
other figures such as European Union and the GDPR - a modern privacy law that is
effective to all member countries of the Union. Until this is addressed, the United States
privacy protection of their own citizens will remain incompetent.

The election game has changed, by surmising the four discovery of this paper,
social profiling has altered the strategy of the preliminaries. The changes came from
how social profiling and big data affects the individuals, millions of American voters
who were persuaded through their own digital footprints that were obtained through
deceit and violation of privacy, and that data reveals who they are and how they can be
influenced. Through the sheer number of voters that were influenced, the social
construct can be affected enough to gain a substantial advantage in political elections
due to how effective it is. This is how social profiling could affect presidential elections,
or any election for that matter. Presidential candidates are going to be hiring big data
companies and analyst as the basis of their political marketing. With big data, social
profiling, and algorithm, their campaign strategy will be more effective in preserving

their narrative and therefore maintaining their loyal patron and acquire new supporters.
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This is why United States needs to address the issue of data privacy of their citizen.
There is a possibility that the people’s digital privacy rights are going to be violated
again if something like this is repeated in the future.

Importance of this topic in the sphere of international relation lies in the possibility
that foreign actors, from individuals to state, could influence another nation in great
numbers and therefore affecting the social construct and identity of a state. This is
possible through carefully planning big data researches and well-constructed social
profile campaign is a real possibility, especially with how well the field of big data
analyst can be implemented along with the existence of big data companies also
popularizing such phenomenon. This paper can be a groundwork for an even more
detailed analysis by people who are certainly more qualified.

With that, the researcher realizes that there are shortcomings on the paper due to
various issue. There are four findings in this paper but the strength of each discovery
varies. The weakest of the four finding is the second finding about how social profiling
affects US Presidential Election 2016, this is not due to the lack of data but instead due
to the researcher’s lack of capability in the field of big data research and computer
science, making the author not being able to process the necessary data, instead the
paper relies on the data that is available from previous researches from more capable
analyst and experts in the related field to refine important data. On the other hand, the
strongest finding on this paper is on the fourth result. It is compelling due to the fact
that the data are textual and purely qualitative which in turn is relatively easier to
process with the inductive method by comparing it to the digital rights concept. Not to
mention, the fourth result is regarding the quality of the US laws for digital privacy

which is anchored on reality and not a high concept discussion, making it the strongest

69



case this paper made. There are also some problems within the paper itself. First, the
writer realizes its own limited knowledge due to age and level of education therefore
there might be some explanations that are not quite clear. This also extends to the
limited knowledge of its writer; the research question and topic is not too advanced nor
detailed, one could include more segregated elements such as age, gender, or even
economic and academic status. Creating a more detailed research question could

provide a better insight to the issue of the effect of social profiling to voters.
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